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Resumen

El siguiente trabajo es implementado con el fin de tener un entorno cloud de alta
disponibilidad en aws por medio de instancias y contenedores, para esto se desarrollaron
configuraciones de vpc en el cual se configura las estructura de conectividad, ec2 se
implementan las instancias de los sistemas operativos, auto Scaling el cual permite tener
el numero deseado de instancias disponibles al mismo tiempo, Docker con el cual
implementaremos los contenedores. entre otras herramientas las cuales dependeran una
de la otras logrando asi el objetivo de tener un alto rendimiento de disponibilidad.
Palabras clave

Las palabras claves del trabajo son:
Vpc.

Ec2.

Docker.

Contenedores.

Auto Scaling.



Marco conceptual y contextual

Este trabajo es de computaciones en la nube enfocado en aws los cuales son unos
servicios de computo en la nube con el fin de lograr que estos servicios configurados
logren estar la mayor parte del tiempo disponibles a los usuarios.

Para ello se configuran herramientas como vpc que permite configurar un espacio de
enlace por medio de direcciones ip y grupos de conectividad, el putty es una aplicacion
gue nos permite conectar por medio de un protocolo SSH a las instancias creamos por
medio de ec2 la cual permite crear una instancia que va a tener un sistema operativo en el
cual se configuran herramientas como apaches que son servicios que nos permiten tener
una pagina web, nginx que permite tener un proxy reverso de conectividad sobre varios
contenedores configurados por medio de la aplicacién Docker y sus distintos puertos de
red que permiten la navegacion sin conflictos.

Tenemos el auto Scaling que permite tener instancias a necesidad de la implementacion
permitiendo tener de estar forma un sistema disponible para los usuarios en el momento
que ellos desean conectar.

AWS



Entrega 1

Instancias y recursos de aws que permite ejecutar instancias de aws.

2. Instancias en Amazon Lightsail

« Disefiadas para ser faciles de usar y econdmicas, ideales para usuarios que no
requieren la flexibilidad completa de EC2.

e Incluyen una combinacién de computo, almacenamiento y ancho de banda

preconfigurado.

3. Instancias de Contenedores (Amazon ECS y AWS Fargate)

e Amazon ECS (Elastic Container Service): Permite ejecutar contenedores en
instancias EC2 o mediante el servicio administrado AWS Fargate.

e AWS Fargate: Elimina la necesidad de administrar instancias directamente;

ejecuta contenedores sin preocuparse por la infraestructura subyacente.

Entre las principales tenemos EC2:

1. Amazon EC2 (Elastic Compute Cloud)

En un servicio principal de aws el ec2 permite un entorno escalable.



Componentes Clave:
e AMIs (Amazon Machine Images): Plantillas preconfiguradas que definen el
sistema operativo, software, y configuraciones de las instancias.

o Tipos de Instancia: Especifican los recursos de asignados a una instancia.

2. Almacenamiento
Las instancias y guardar sus aplicaciones y archivos.
e persisten incluso si la instancia se detiene.
« Instancia de Almacenamiento: Almacenamiento temporal vinculado a la instancia
y que se pierde al detenerla.
e Amazon S3 almaciga obejtos
3. Redes
La conectividad de red es fundamental para que las instancias puedan comunicarse con
otros recursos de manera eficiente. Dentro de AWS, se utilizan diversas herramientas y
configuraciones para gestionar estas conexiones:
e Amazon VPC (Virtual Private Cloud): Permite crear redes virtuales aisladas
donde se ejecutan las instancias de manera segura.
e Subredes: Son divisiones dentro de una VPC que organizan las instancias en
diferentes zonas de disponibilidad.
4. Auto Scaling yLoad Balancing
Para asegurar que las aplicaciones sean altamente disponibles y puedan manejar cambios

en la demanda, AWS ofrece las siguientes herramientas:



o Auto Scaling: Ajusta automaticamente la cantidad de instancias en funcion de la
carga de trabajo, garantizando eficiencia y optimizacion de recursos.
« Elastic Load Balancer (ELB): Distribuye el trafico de red entre maltiples

instancias, mejorando el rendimiento y la tolerancia a fallos.

2. Implementando un servidor web en Amazon Linux:

Figuras y tablas



Figura 1. Creacion y configuracion e vpc

G v Bl
vrLseTnngs rreview

Network connecti

Figura 2. Creamos el certificado

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required
C  Create new key pair

v Network settings i




Figura 3. Seleccionamos para conectar por medio de putty

Create key pair

Key pair name
Key pairs allo ou to connect to your ins

Serverl

Ihe name can include up to 2 Cll characters. It can't include leading or trailing spaces.

Key pair type

O RSA () ED25519

RSA encrypted private and public key 02 9 encrypted private and public

pair

Private key file format

O .ppk

For use with PuTTY

/N When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn

Cancel Create key pair

Le damos crear y guardamos el certificado
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Figura 4. Configuracion de red

v Network settings i
VPC - required  Info

vpc-Ocd34ab243a3c8408 (proyecto-vpc)

Subnet | Info

proyecto-subnet-public1-us-east-1a

Auto-assign public IP  Info
Enable
Additiona hen ou

Info
LL rul at control the traffic f r i d rul 0 cific traffi ach your instance.

© Create security group Select existing security group

Security group name - required

eg_server]

edited after the rity group is created.

Description - required | Info

launch-wizard-1 created 2024-11-23T2

Inbound Security Group Rules
p rule 1 (Ti { Remove )

—

v

Type Info Protocol | Info Portrange Info

ssh

Source type ) Source Info Description - optional = Info

Anywhere

& Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting
security group rules to allow access from known IP addresses only.

(' Add security group rule )
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Figura 5. lanzamos la instancia

Figura 6. Ingresando al id de la instancia podemos obtener datos como los grupos de
seguridad

Como por ejemplo revisar los puertos de salida e ingreso

Hostname type Private IP DNS name (IPv4 only)
IP name: ip-10-0-10-207.ecZ.internal IG ip-10-0-10-207.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses
- t2.micro

Auto-assigned IP address VPCID
5] 3.91.246.68 [Public IP] Ocd

1AM Role Subnet ID Auto Scaling Group name
- [1a] -

IMDSv2 Instance ARN Managed
Required IC] amiawsiec2ius-east-1:354918403906:instance/i-0c7c24b70217  false
4e122

Operator

Details  Statusandalarms  Monitoring  Security ~ Networking ~ Storage  Tags

¥ Security details

1AM Role Owner ID Launch time
- 0 354918403906 Sat Nov 23 2024 18:34:18 GMT-0500 (hora estandar de Colombia)

Security groups

]

¥ Inbound rules

Security group rule ID Port range Protacol Source | security groups

sgr-003ce0601b9506373 22 TP 0.0.0.0/0

Security group rule ID Port range Protacol Destination | security groups

sgr-Ocd98f1e4945dd8db All AL 0.0.0.0/0 2

Ejemplo desde afuera hacia el interior por el puerto 22 recibo desde cualquier Iu'r" )
conexiones.

Connect ‘) {‘ Instance state ¥ ‘) {‘ Actions ¥

All states ¥

I Instance state 'VI Instance type ¥ Status check

@ Q t2.micro




Figura 8. Procedemos a conectar desde Putty.

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID

0 -

1. Open an SSH client.

2. Locate your private key file. The key used to launch this instance is Server1.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
[0 chmod 400 "Server1.pem”

4, Cannect to your instance using its Public DNS:
[0 ec2-3-91-246-68.compute-1.amazonaws.com

Example:

12

Cancel
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Figura 9. Abrir aplicacion putty.

Example:

IO ssh -i "Server1.pem”

(i) Note: In most cases, the guessed username is correct. However, read your AMI usage inst

ﬁ PuTTY Configuration

Category:

= Basic optighs for your PuTTY session

" Teminal inftion you want to connect to
- Teminal )

... Keyboard Host Mame {or P address) Part

- Bell 3-91-246-68 compute-1.amazonaws.com 22

- Features Connection type:

- Window ©55H O Sedal (O Other:  Telnet
- Appearance
- Behaviour Load, save or delete a stored session
- Translation
+- Selection
i... Colours

- Connection Default Settings
- Data
- Proxy
-55H
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:

() Aways (I Never @ Only on clean exit

Saved Sessions




Figura 10. Conectamos por medio de certificado.

% PuTTY Configuration ? X
Category:
- Keyboard Credentials to authenticate with
Eegt Publickey authentication
.. SatuEs "F‘ri':.rate key file for authertication:
= Window
- Appearance C:Usersi\SiuuDownloads'Server1 ppk | Browse.. |
- Behaviour Certfficate to use with the private key (optional):
- Translation Browse
[+ Selection
hc CDLDTPE Plugin to provide authentication responses
—|- Connection )
- Data Plugin command to mn
A Proxy
=-55H
e K
- Host keys
- Cipher
= Auth
bl Credentii
- GSSAPI
- TTY
AN

About Help Open Cancel




15

Figura 11. Ingreso a Linux.

- ec?

-user@ip-10-0-10-207:~ = a *
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Figura 12. Instalacion paquete apache le damos yes.
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Figura 13. Revisamos estatus.

@ roct@ip-10-0-10-207:/home/ec2-user

D

HE
lines 1-4/4 (END)
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Figura 14. Activamos el servicio.

Figura 15. Agregamos puerto 80.

Inbound rules
Security group rule ID Type Info Protocol Port range Source Info Description - optional info

Info Info

sgr-01fc277526e0a0ad9 ( Detete )

sgr-003ce0601b9506373

( Addrule )
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Details Status and alarms Monitoring Security Networking Storage

¥ Security details

1AM Role Owner ID Launch time
- 6 354918403906 Sat Nov 24 18:34:18 GMT-0500 (hora estandar de
Colombia)

Security groups

1

Security group rule ID Port range Pratocol | Source | Security groups
sgr-01fc277526e0a0ad9 80 TCP 0.0.0.0/0

sgr-003ce0601b9506373 22 TP 0.0.0.0/0
¥ Outbound rules
1

Security group rule ID Port range Protocol Destination Security groups

sgr-0cd98f1e4945dd8db All All 0.0.00/0 e

_——— T

Connect )( Instance state ¥ )( Actions ¥ )

N S— S

Instance ID Private IPv4 addresses
[0 i-0c7c24b7021742122 10 3.91.246. d . 6 10.0.10.207

IPv6 address Instance state Public IPv4 DNS
= [u]
ec2-3-91-246-68.compute-1.amazonaws.com

adc

Hostname type Private IP DNS name (IPv4 only)
IP name: ip-10-0 1 3 ip-10-0-10-207.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses
- t2.micro -

Auto-assigned IP address VPCID AWS Compute Optimizer finding
[0 3.91.246.68 [Public IP] [m}

IAM Role Subnet ID Auto Scaling Group name

IMDSv2 Instance ARN Managed
Required [0 am:aws:ec2:us-east-1:354918403906:insta ~ false
ncefi-0c7c24b702174e122

Operator

Details Status and alarms Maonitoring Security Networking Storage
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Figura 16. Conectar a ip.

ursos [J Pl [JCSGO [ UR [J Datamon [ wow [J dEV [ Ec [ Pendientes [ Thone

Figura 17. Ingresamos desde el Linux a la carpeta de la web y creamos un index.

Figura 18. Le damos permisos al archivo.

T e

Figura 19. Verificamos cambios en la nube.

< (= £\ Noesseguro  3,91.246.68

Trabajo 55 [ Impertades [ cursos [ Pel [J €SGO [0 UR [J Datemon [ wow [3J dEV [ Ec [ Pendientes [ Thone

hola prueba index

Video Entrega 1:

https://youtu.be/gm5SF8ylAMo



https://youtu.be/qm5SF8yIAMo
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Entrega 2

Figura 20. Iniciaremos creando un snapshot para crear luego la imagen

Volumes (1/2) o

Saved fiersurs Modify volume

Dashboard

EC2 Global View

Events Create snapshot
Volume ID v | Throughput v | SmapshotiD v Created

Create snapshot lifecycle policy
Instances =
Instances
Instance Types

Detach volume
Launch Templats

Force detach volume
Spot Reques

Manage auto-enabled 1/0
Savings Plans

Manage tags
Reserved Instances
o Fault injection

Capacity Reservations

Images
AMis

AMI Catal

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

Network & Security
Security Groups

B Volume ID: vol-09b1d5b612e5e12e6
Placement Groups

Key Pairs Details = Statuschecks  Monitoring

Network Interfaces Volume ID Volume status
[ f A 8Gis
Load Balancing L] et Csas

Load Balancers AWS Compute Optimizer finding Volume state Throughput
Target Groups. 125

Trust Store

Figura 21. Luego creamos una imagen (ami)

@ oo

Create volume from snapshot 1 o)

o | Volumesize v | Description o | Storagetier v | Smapshotstatus v || Createimage from snapshot o |

8GiB server funcionando Standard Copy snapshot
Launch copy duration calculator
Delete snapshot

Manage tags

Snapshot settings

Archiving




Figura 22.

Snapshot ID

Image name

Architecture

Root device name
e device tha

Virtualization type

Hardwar

Kernel ID

Use default

Block device mappings - optional i

~ Volume 1
Device type Device name
Root
Volume type
Size (GiB) | Purpose 550 {
8
Termination behavior
Throughput (MB/s) Delete on termination

125

Dashboard
EC2 Global View T

Events

Instances Namep v | AMIname
Instances AmazonLinuxAndres
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations
Images
AMIs

AMI Catalog

ap-Oblb 1143 0f
10PS

3000

Encryption

(@) (12 Recycle Bin ) (17 Ec2 image Builder ) ( Actions v )

v | Source ¥ | Owner

354918403906,/AmazonLinuxAndres 354918403906

v | visi

Private

22
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Balanceadores de carga

Figura 24. Crear otra instancia de Linux con las mismas configuraciones anteriores

Figura 25. Valiamos el entrono web de las dos instancias

hola server 1 prueba index

& /M Noesseguro  18.206.186.6

Trabajo 38 [ Importados [ cursos [ Pl [ CSGO [ UR [ Data

server 22222222322322222
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Figura 26. Iniciamos proceso de crear balanceador de carga

Load balancers
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Figura 27. Seleccionamos Application Load Balancer

Compare and select load balancer type

A complete feature-by-feature comparison along with detailed highlights is also available. Learn more [7

Load balancer types

Application Load Balancer info

Choose an Application Load Balancer when
you need a flexible feature set for your
applications with HTTP and HTTPS traffic.
Operating at the request level, Application
Load Balancers provide advanced routing and
visibility features targeted at application
architectures, including microservi

EETTE

Cr

Network Load Balancer

VPC

Choose a Network Load Balancer
need ultra-high performance, TLS offloading
, centralized certificate deployment,
support for UDP, and static IP addresses for
your applications. Operating at the
connection level, Network Load Balancers are
capable of handling millions of requests per
second securely while maintaining ultra-low
latencies

» Classic Load Balancer - previous generation

Gateway Load Balancer info

—o—
—o—
— [~ GWLB

Choose a Gateway Load Balancer when you
need to deploy and manage a fleet of third-
party virtual appliances that support GENEVE.
These appliances enable you to improve
security, compliance, and policy controls.
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Figura 28. Configuramos el balanceador importante seleccionar el mismo vpc

Cr
The
k

» How Application Load Balancers work

Basic configuration

Load balancer name

within your

IBPruebas

Load balancer IP address type
5 the fi el P

Dualstack
In 1Pvd and IP

Dualstack without public IPv4
In p 6 5,2

Network mapping inf

Availanility zones
us-east-1a (use1-az6)
Subnet
subnet-0c73! proyecto-subnet-public1-us-e;

IPv4 address

Fssigiied by AWS
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Figura 29. Se debe crear su propio grupo de seguridad.

Security groups in

rity gr fi

Security groups

&\ Application Load Balancers require at least one security group. If none are selected, the VPC's default security group will be applied.
Y Y9

curity gro cts as a v

Basic details
Security group name Info

SG_BAlanceadorCG

Description Info

Bc

VPC Info

vpc-0cd34ab243a3c8408 (proyecto-vpc)

Inbound rules |

Type Info Protocol Info Portrange Info Source Description - optional Info

Custom TCP 80 Any

A Rules with source of 0.0.0.0/0 or ::/0 allow all IP addresses your instance. We recommend setting security group rules to allow access from known IP addn

Outbound rules |

Type Info fo Portrange Info Destination Inf Description - optional Info

All traffic Any

£\ Rules with destination of 0.0.0.0/0 or ::/0 allow your instances to send traffic to any IPv4 or IPv6 address. We recommend setting security group rules to be more restrictive and to only
allow traffic to ific known IP addr

Each ta
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Figura 30. En el listener configuramos para que entre desde internet y las maquinas
objetivo

proyecto-vpc

Mappings | In

Availability Zones
us-east-1a (use1-az6)
Subnet
subr c739260fb4d880dd p to-subnet-public1-us-

IPv4 address
Assigned by AWS

Security groups

rit o

Security groups

W Listener HTTP:80
Protocol Default action

HTTP

» Load balancer tags - optional
i )

adding ta

ur load balans
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Figura 31. Configuramos el Grupo

Choose a target type

© Instances

Application Load Balancer

i

Tl el GIoup iaiie
TG_Reming1

lame must

IP address type
wit

Protacol version
0O HTTP1
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Figura 32. Seleccionar vpc y las rutas de diagnostico

Protocol : Port

IP address type
Only ta th tt

Health checks
Th i

Health check protocol
HTTP v

Health check path
!

» Advanced health check settings

Attributes

Certain default attributes your target group. You can v and edit them after creating the target group.
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Figura 33. Seleccionamos las instancias

Available instances (2/2)

Instance ID Security groups
885ac684ba5 eg_server]

i-0c7¢24b702174e122 eg_serverl

2 selected

Ports for the selected instances

Review targets

Targets (2)
Q, Fi s Show only pending
Instance ID Name ¥ State Security groups v Zone te IPv4 address Subnet ID
i-0c3: 85ac684b45 server2 eg_server1 us-east-1a 10.0.6.6 subnet-0c73926(
i-0c7c24b7021742122 server] eg_serverl us-east-Ta 10.0.10.207 subnet-Oc73926(

»

2 pending -
cel | Create target group
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Figura 34. En este momento empezar a validar las instancias creadas y el Healthy debe
ser igual a las cantidades de instancias

Successfully created the target group: TGReming1. Anomaly detection is automatically applied to all registered targets. Results can be viewed in the Targets tab.

TGReming1

4
Target type Protocol : Port Protocol version

Instance HTTP: 80 HTTP1

IP address type Load balancer
IPv4 c

2 ) 0
Total targets Y Initial

0 Anomalous

stribution of targets by Av. lity Zone (AZ)
onding filters applied to the

Monitoring Health checks Attributes

Instance ID Zone 7 | Healthstatus ¥ | Health status details

se 2 3 us-east-1a (us... @ Ur d Target group is not co...

server] 3 us-east-1a (us... @ Unused Target group is not co...
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Figura 35.
Mietras carga eI TG seguimos configurando el balanceador

Availability Zones
us-east-1a (use1-az6)
Subnet

ibnet-0c739260fb4d880dd proyecto-subnet-public1-us-east-1a v

ubnet CIDR: 10.0.0.0/2!

IPv4 address
Assigned by AWS

Security groups info

urity group is a set of Il rules tha

Security groups

SG_BAlanceadorCG

d 34dcd

i protocol you configure. The rules that you d r a listener det

¥ Listener HTTP:80

Protocol Port Default action  Info

HTTP :| 80 TGReming1
Target type: Inst

=

Add list:

Load balancer tags - optional

er. Tags enable you to cz / s50Urces so you can more easily my s , ' is optional. For example

ize with service integrations - optional info

oac ing architecture by integrati es with tf
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Figura 36. Importante de debe configurar la vpc para que de dos subredes publicas
funcionales

@l vec Bl ez

VPC dashboard Subnets (8) «

1 a
EEERRL(E] Name Subnet ID Block Public... v | IPva CIDR
proyecto-subnet-publicl-us-east-1a subne 10.0.0.0/20

v Virtual private cloud
Your VPCs
Subnets -
T proyecto-subnet-privatel-us-east-1a 4 10.0.128.0/20
[r—— - subnet-02ad0h0d0Gefdf376 c 172.51.64.0/20
Egress-only internet s 172.31.0.0/20
gatevays 172.31.16.0/20
Carrier gateways
DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints
Endpoint services
NAT gateways

Peering connections

Security
Network ACLs

Security groups

DNS firewall

Rule groups Select a subnet

Figura 37. Seleccionamos las subredes en el balanceador

and in accordan

us-east-1a (usel-az6)
Subnet

subnet-0c739260fbAd! d proyecto-subnet-publicl-us-east-1a v
1Py J

IPv4 address
Assigned by AW

us-east-1b (use1-az1)
Subnet

publica2reming c

not have a route to an internef y. Thism that your load balancer will not

tion; ho fi ternet traffic to reach your load balancer, you must update the

IPv4 address.
Assigned by AWS
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Figura 37. Configuracion subredes

ets i

vpec-Ocd34ab243a3c8408 (proyecto-vpc)

Associated VPC CIDRs

I
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet namea

publicaZreming

Availability Zone  Inf.

o tr e v C
US East (N. Virginia) / u:
IPv4 VPC CIDR block Infe
C tt s IP
10.0.0.0/16
IPv4 subnet CIDR block
10.0.192.0/20

< > ~

¥ _Tans - nntinnal
Key Value - optional

Q, Name x Q, publicaZreming b4 Remove

Add new tag

Remove

Add new subnet

Cancel Create subnet



Figura 38. Configuramos el internet Gateway

Subnets (1/9) info
Q

Name Subnet ID

publicalreming

publica2reming

Actions ¥ m
1 ]

Block Public... w IPv4 CIDR
(O off 10.0.0.0/20
(O off 172.31.48.0/20
6 Off 172.31.32.0/20
@ off 172.31.80.0/20
(O off 10.0.128.0/20
(O off 172.31.64.0/20
(O off 172.31.0.0/20
@ off 172.31.16.0/20
@ off 10.0.192.0/20

subnet-0d665f44c7436106f

subnet-0d665f44c7436106f / publica2reming

Details

Subnet ID Subnet ARN
[0 subnet-0d665f44c7436106f IO amawsec2:us-east-

1:354918403906:subnet/subnet-

IPv4 CIDR 0d665f44c7436106f
O 10.0.192.0/20

Available IPv4 addre:
ilability Zone 4091
[0 us-east-1b
bility Zone ID
usel-azl

NS A record

ource name DNS A/

Disabled

Flow logs. Route table Network ACL CIDR reservations

Route table: rtb-06¢3a769175490860
Routes (2)

Q

Destination
10.0.0.0/16

0.0.0.0/0

Network border gre

IO us-east-1

Default subnet
No

ed IPv4 pool

DNS64
Disabled

Sharing Tags

Target

local

Actions v

Block Public Access

Outpost ID

name type

¥
354918403906

Edit route table association

Edit routes
Destination Target
10.0.0.0/16 local

Q local
Q 0.0.0.0/0 x Internet Gateway

Q, igw-09804a0bda954166

Add route

Propagated
No
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Figura 39. Continuamos con la creacion del balanceador
Seleccionamos las suberedes

Network mapping inr

Availability Zones
us-east-1a (use1-az6)
Subnet
publicalreming -

IPv4 address
Assigned by AWS

us-east-1b (use1-az1)
Subnet

subnet-0d665f44¢ publicazreming
1Py

IPv4 address
Assigned by AWS
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Figura 40. Bajamos y le damos crear

gl EC2

[

Apply application layer security protections - in front of targets
th ba

» Benefits and considerations

@ AWS Global Accelerator
Optimizes: Performance, Availability

Apply global load balancing across multiple r
G twith t

» Benefits and considerations

d balancer.

Summary

and confirm your configuration
Basic configuration Security groups = Network mapping Listeners and rou
1BPruebas - defaulr - HITP

= Internet-f:
. IPvd

Service integrations ="

‘Amazon CloudFront + AWS Web Application Firewall (WAF): N
AWS WAF: None
AWS Global Ac

Attributes

ertain default attributes will be applied to your load balancer. You can view and edit them after creating the load balancer.

Creation workflow and status

» Server-side tasks and status

After completi

Cancel Create load balanc
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Figura 4. Se verifican los datos y la creacion.
& Al @ fo N. Virginia w andres|

@ Successfully created load balancer: IBPruebas
It might take a few minutes for your load balancer to fully set up and route traffic. Targets will also take a few minutes to complete the registration process and pass initial health checks.

BPruebas

v Details
Load balancer IP address type

Load balancer type
1Pva

Application
Date created

Scheme
[% us-east-1a November 30, 2024, 18:13 (UTC-05:00)

Internet-facing

(use1-az1)

DNS name Infc

Load balancer ARN
IT] 1BPruebas-1843630471.us-east-1.elb.amazonaws.com (A Record)

T am:aw: sticloadbalancing:us-east-1:354918403906:1oadbalancer/app/|BPruebas/ba&7
e427295fc72d

Listeners and rul Network mapping Resource map - new Security Monitoring Integrations Attributes Capacity - new Tags

Listeners and rules (1) i

Protocol:Port Default action Security policy v | Default SSL/TLS certific

Forward to target group
i [0 ARN Not applicable Not applicable

Figura 41. Revisamos el grupo de seguridad y seleccionamos el del balanceador

» Load balancer details: [BPruebas

Security groups

Security groups
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Figura 42.
Validamos la conexion y en el momento conecta a la maquina servidor 2

¢ A Noesseguro  Ibpruebas-1843630471.us-east-1.elb.amazonar

3 Im s [ Drd [DCSG0 [QUR [

Figura 43.
Ahora se automatiza el balanceador.

Amazon EC2 Auto Scaling
helps maintain the availability of your
applications

How it works

Benefits and features

R
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Figura 44.
reamos el template

p1
@ Choose launch template hoose launch template i
h templa

Auto Scaling group nam

Launch template i

For accounts created after May 31, 2023, the EC2 console only supports creating Auto Scaling groups with launch templates.
Creating Auto Scaling groups with launch configurations is not recommended but still available via the CLI and API until December
31,2023,

Launch template
Chy a laund

Cancel
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Figura 45 le damos un nombre y seleccionamos la ami creada en los primeros paso.

Create launch template

ating inch template al you to instan guration that can be shared and launched at a later time. Templates can h:
multipl

Launch template name and description
Launch template name - required
LTReming

Must be u unt.

Template version description

chars

Auto Scaling guidance  Info

Provide guidance to help me set up a template that | can use with EC2 Auto Scaling

» Template tags

» Source template

Launch template contents

ur laun aunch template

v Application and OS Images (Amazon Machine Image) - required

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance.
Search or Browse for AMIs if you don't see what you are looking for below

Recents My AMIs Quick Start

© Owned by me Shared with me

Amazon Machine Image (AMI)

AmazonLinuxAndres
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Figura 46. Seleccionamos el key, y grupo creados anteriormente y de damos crear

¥ Summary

enabled: true Software Image (AMI)
AmazonLinuxAndres
ami-08¢117691de57c7f3

Virtual server type (instar

t2.micro
Architecture AMI ID

x86_64 ami-08¢117691de57¢713 Firewall (security group)
SG_BAlanceadorCG

Storage (volumes)
1 volume(s) - 8 GiB

v Instance type o | Advanced

Instance type \L) Free tier: In your firg]
micro (or t3.micro

is unavailable) insta
month, 750 hours o
Compare instance types month, 30 GiB of EB
Hour  On-Demand Linux base prici = r snapshots, and 100 (

Free tier eligible
All generations

or AMIs with pre-installed software

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name

Server] G Create new key pair

¥ Network settings i

Subnet Info
Don't include in launch template
subnet, a ni

Firewall (security groups)
rity gro f

‘ © Select existing security group Create security group

Common security groups = Info

% ( Compare security group rules




Figura 47. procedemos con la configuracion

Step 1
(®) Choose launch template

hoose launch template

plate t

Name

Auto Scaling group name,
aname t

AGRenington1

Must be uniqu

For accounts created after May 31, 2023, the EC2 console only supports creating Auto Scali
Creating Auto Scaling groups with launch configurations is not recommended but still available via the CLI and API until December

31,2023
Launch template
a launch templat
LTReming
ate
Version

Default (1)

Description

AMIID
8c117691de57c7f3

Key pair name
Server1

Additional details

Storage (volumes)

Figura 48. Le damos siguiente

1 settings, s

Launch template
LTReming [2
1t-Of6eaffe53de5d084

Security groups

Security group IDs
e

Date created
Sat Nov 30 2024 19:03:54 GMT-0500 (hora
estandar de Colombia)

pair, and

Instance type
t2.micro

Request Spot Instances
No

groups with launch templates.

Cancel

44




45

Step 1 -
@ Choose launch template ose instance launch optIOI'IS Info
) th nment that , ypes and purcha
ep2
Choose instance launch options

(' override launch template |

Step
Integrate with other ser n keep t
ing different in
Launch template Version Description
LTReming [2 Default -
1t-Of6eaffe53de5d084

Instance type

t2.micro
Add tags

Network info

For most applications, you can use multiple Availability Zones and let EC2 Auto Scaling balance your instances across the zones. The default VPC
and default subnets are suitable for getting started quickly.

VPC

Balanced only
fla fail in

cancel  (_ skiptoreview ) ( Previous ) (S




Figura 49.
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Seleccionamos el que realice el balanceador a maquinas existentes por ejemplo cuando

se elimine una maquina.

Step 1
Choose launch template

Choose instance launch options

Step 4 - op
Configure group size and scaling

Step 5
Add notifications

Step 6
Add tags

Review

Integrate with other services - optional .-+

Load balancing i
Use the options below to attach your Auto Scaling group to an existing load balancer, or to a new load balancer that you define.

No load balancer © Attach to an existing load balancer Attach to a new load balancer
i g o C fi g loax

Attach to an existing load balancer
C vant h

Choose from Classic Load Balancers
ation, Net

Existing load balancer target groups
Only ins t groups that b t

Select VPC Lattice service to attach

© No VPC Lattice service
C L:

Application Recovery Controller (ARC) zonal shift - new |

During ar

Enable zonal shift
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Figura 50.
Le indicamos que cree dos maguinas

b1
Choose launch template

utomati

Desired capacity type
c )

Add tags

Review

lemand.

Automatic scaling - optional
Choose whether to use a target tra
her based scal aling g

Target tracking scaling py

et value and let 1
n to the

maximum

Mixed behavior | Prioritize availability | Control costs

© No policy Launch before rminate and launch Custom behavior
€ terminating erminate and launch om val
minimum and maximum

Figura 51.
Le damos siguiente

aling

Pl . 3 s
Choose launch template Add notifications - optional .
d noti C e

Choose instance launch options .
(_ Add notification

Integrate with other services cancel  ( skiptoreview ) ( Previous ) (T

ations

Review
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Figura 52.
Siguiente

Choose laun

Choose instance launch options

@ You can optionally choose to add tags to instances (and their attached EBS volumes) by specifying tags in your launch template. We
Integrate with other services recommend caution, however, because the tag values for instances from your launch template will be overridden if there are any
duplicate keys specified for the Auto Scaling group.

cancel  (( Previous )m



Figura 53.Y crear

—— e n—

Desired capacity
2

Scaling

mum desired capacity

Target tracking policy

Instance maintenance policy

Replacement behavior
No policy

Instance scale-in protection
Disabled

Capacity Reservation preference

Preference
Default

Step 5: Add notifications

Notifications

Mo notifications

Step 6: Add tags

Tags (0)

Key Value

G2 Preview code

Desired capacity type
Units (number of instances)

Maximum desired capacity
2

Min healthy percentage

Monitoring
Disabled

Capacity Reservation IDs

Tag new instances

No tags

Cancel

49

Max healthy percentage

Default instance warmup
Disabled

Resource Groups

( Previous ) Create Auto Scaling group
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Figura 54. Ingresamos a revisar el AG

AGRenington1

AGRenington1 Capacity overview

Instance type requirements

Figura 55.
Para que suba cuando detecte un servicio mal como la detencion de la web y mal

rendimientos de la maquina

© 1gnpo to excataco ssomitico e scualiat corectamente
Edit AGRenington1

Health checks - optional



o1

Create dynamic scaling policy

Policy type

Target tracking scaling

Scaling policy name
Target Tracking Policy

Metric type | info

Mo metric that d

Average CPU utilization

Target value

(sa

Instance warmup | info

seconds.

Disable scalein to create only a scale-out policy
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Figura 56.
Luego vemos que en las instancias se crearon las dos que le indicamos en este caso 2 para
un total de 4

Glvec @z @ss

(=} ® o rw
Dashboard Instances (4) i» : Conne: c ( ) D

EC2 Global View
Q FindIns . e Allstates ¥ 1 (o]
Events

instarices 0| Namegp Instance ID Instance state Instancetype v | Status check | Alarm status Availability Zone v | Public IPv4 DN

Instan t2.micro @ Ini ewalarms +  us-east-1b
Instance Types O  serverl 7246702 3 t2.micro v +  us-east-1a
Launch Templates O server2 : ¢ t2.micro alarms +  us-east-1a
Spotheqess O ( }  t2.micro Viewalarms +  us-east-1a
Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

Images

AMIs

AMI Catalog

Elastic Block Store

Volumes

Snapshots

Lifecycle Manager

Network & Security Select an instance

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces
Load Balancing
Load Balancers
Target Groups

Trust Stores

Auto Scaling
Auto Scaling Groups




Figura 57.

En el balanceador de carga vemos las 4

G @{ec: B

Dashboard
EC2 Global View

Events

Instances
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Images

AMIs

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

Network & Security
Security Groups
Elastic IPs

Placement Groups
Key Pairs

Network Interfaces
Load Balancing
Load Balancers

Target Groups

Trust Store:
Auto Scaling

Auto Scaling Groups

Settings

Figura 58.

TGReming1

Details
0 am
Target type Protacol : Port

Instance HTTP: 80

1P address type Load balancer
IPva

4

Total targets

53

4

Protocol version
HTTP1

Draining

» Di: tion of targets by Availability Zone (AZ)

Select values in this table to see cor g filters applied to the Registered targets table below.

Targets  Monitoring | Health checks  Attributes  Tags

Registered targets (4) inro

Instance ID

server2

server]

us-east-1a (us...
us-east-1b (us..
us-east-1a (us...

us-east-1a (us...

Not applicabl (" Register tar

nall

v | Healthstatus v | Health status details | Admini.. v | overi.. ¥ |
© Nooverride.  No overri...
© Nooverride.  No overri...
© Nooverride.  No overri...

No overri...

Ahora podemos eliminar las instancias creadas inicialmente por que ya tenemos el
balanceador de carga ok

Instances (5) i

Figura 59.
Creamos una maquina virtual para conectar a las instancias de balanceador
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er@ip-10-0-9-201:~

2-u

@ec




55

Figura 60.
Desde la instancia creada conectamos a las instancias de los balanceadores para ello
pasmaos el certificado a la maqguina y le damos permisos y conectamos por ssh

EP ec2-user@ip-10-0-196-207:~ — m] x
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Figura 61. Revisamos los servicios web y los detenemos

lines 1-19/19 (END)

Figura 62.
Vemos que detecta detenido y lo vuelve a subir

Details

10 arr

Target type Protocol : Port Pratocol version
Instance HTTP: B0 HTTP1

1P address type Load balancer
1Pvd BPruebas [3

3
[

» Distribution of targets by Availability Zone (AZ)
2 this tab apmlied to th

Targets Monitoring Health checks Attributes

¥ | Healthstatus ¥ | Health status details | Adminis...

Video entrega dos balanceador
https://youtu.be/9 f4AAFQ75PM



https://youtu.be/9_f4AFg75PM

S7

Entrega final 3

Docker
Figura 63
Instalando nginx

Figura 64.
Subimos el servicio

Figura 65.
Comprobamos el servicio

< (] £\ Noesseguro  3.88.134.54

Trabsjo 98 | [3 Importados [J cursos [J Pél [J CSG0 [Q UR [ Datamon [O wow [3 dEV [ Ec [ Pendientes [ Thone

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to ng
Commercial support is available at nginx.com.

Thank you for using nginx.

Figura 66.
Instalamos Docker

Figura 67.
Subimose el servicio

Figura 68.
Creamos un contenedor por medio de una imagen de Docker se puede descargar desde un hub.



C 25 hub.docker.com/_/httpd

82 | [ Importados [J curses [J Pl [ CS60 [J UR [ Datamon [J wow [3 dEV [ k& [3 Pendientes [ Thone [ Todos los marca

¢ New More Docker. Easy Access. New Streamlined Plans. Learn more. =

@ dockerhub Q nhttpd ot sign in

httpd

= The Apache HTTP Server Project docker pull httpd

WEE SERVERS

Overview Tags

Quick reference Recent tags
« Maintained by:

= Where to get help:

About Official Images

Docker Official Images are a curated set of Docker
open source and drop-in solution repositories.

Why Official Images?

2.4-alpine ine 2.4 -alpine3.28 2.4- These images have clear documentation, promote
lpin ] a best practices, and are designed for the most
COMMON use cases.

Quick reference (cont.)

+ Where to file issues:

« Supported architectures: (|
amdé4 , arm3 8 : [ 8 mips64le , ppcédle ,
ri 64 3

« Published image artifact details:

Figura 69.
Descargamos laimagen

Figura 70.
Comprobamos las imagenes
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r docker
RE IMAS ID
ht 45452b45Fd74
r html]# ~[]
Figura 71.
Creamos una carpeta para guardar la informacion

ot@ip-10-0-13 22 html]# cd /

&

oE@ip-1 13 J1#F mkdir appl

Figura 72.
Iniciamos a crear el contenedor

Por medio del comando -d (segundo plano) it (sea interactivo) - name (para el nombre) -p
(indicar puerto) -v volumen (donde indicamos la ruta localy la ruta del servicio) -restart always
(para que suban solos los servicios)

Figura 73.
revisamos la instancia

I E MAN

Figura 74.
Apagar servicio de nginx para evitar conflictos de puertos

nctl

igur

Figura 76.
Iniciamos proceso de configurar proxy reverso con nginx.

Figura 77.
Indicamos los puertos y configuracion del nginx
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GNU nano 5.8 nginx.conf

Figura 78.
Verificamos funcionamiento

c A Noesseguro 3.88.134.54

85 | [3 Imporiades [J cursos [3 Pl [0 CSG0 [J UR [J Datamon [J wow [J dEV [3 Ec  [J Pendientes [ Thone [ Todos los marcadore:

app2

Figura 79.
Realizamos el procedo de crear nuevamente la ami (como la imagen 20)

Amazon Machine Images (AMIs) (2) i (&) ( 12 RecycleBin ) ( [2 Ec2 Image Builder ) ( Actions ¥ )  Launch instand

Ownedbyme v | [ @

O | Namep v | AMiname v | amip v | Source v | Owner Visibility v | status 9 | Creation date

O  Lnux AmazonLinuxAndres a 354918403906/AmazonLinuxAndres 354918403906 Private @ @  2024/11/30 18:44 GMT-5

" Docker LinuxDocker a 354918403906/LinuxDocker 354918403906 Private @ @  2024/12/08 1311 GMT-5

Figura 80. Agregamos la ami para que acople al auto balanceador con los ajustes realizados el
Docker
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Tamplata varsion dascription

v Summary

» Saurce template

Launch template contents

v Application and OS Images (Amazon Machine Image)

Quick Start

Figura 81.

Comprobamos que al detener los servicios internos de la instancias este nos registre y las vuelva
a subir

(=)

TGReming1

Details
Pratocel version
HTTP1

1P address type

1Pvd

Elastic Block Store

Monitaring Health checks  Attributes

Registered targets (3)

Network & Security

Load Balancing

< C A Noesseguro Ibpruchas-1843630471.us-cast-1.elb.amazonaws.com

Tmbsjo 33 | [J Importados [J cursos [J Pl [ CSGO [J UR [J Daamen [J wow [J dEV [J Ee [J Pendientss [ Thone
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Diagrama Funcional

VPC CON DOS
SUBREDES EN
DISTINTAS
ZONAS

Red P
publica NTRANTE

Bjanceadorde Instancia
Instancia carga 2
1
[ conencaores |
Contenedores /
> PUERTO

UERTO y B /4 nginx 8080:80

8080:80 nginx

/. puerto 80 ‘
L] PUER

8080:8:

sistema
operativo

Docker

Video entrega 3 Final

Conclusiones

Encontramos durante el seminario la importancia de este modelo de alta disponibilidad
permitiendo tener una serie de Backup de modo que si una instancia falla casi que de
manera instantanea automaticamente se sube otra instancia esto ayuda a optimizar la
buena experiencia de usuarios y la gran calidad de conectividad ayudando de esta forma a
las empresas 0 personas que usen este modelo de aws a mejor sus ganancias y potenciar
su calidad de estructura tecnologica ya que en este modelo las conectividades siempre
estan disponible.


https://youtu.be/_bprec6YJRA
https://youtu.be/_bprec6YJRA
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